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The European Data Protection Board

Having regard to Article 70(1)(e) of the Regulation 2016/679/EU of the
European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on
the free movement of such data, and repealing Directive 95/46/EC
(hereinafter “GDPR”),

Having regard to the EEA Agreement and in particular to Annex XI and
Protocol 37 thereof, as amended by the Decision of the EEA joint
Committee No 154/2018 of 6 July 2018?,

Having regard to Article 12 and Article 22 of its Rules of Procedure,

HAS ADOPTED THE FOLLOWING GUIDELINES:
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! References to “Member States” made throughout this document should be understood as references
to “EEA Member States”.
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1. INTRODUCTION & CONTEXT
oo
Governments and private actors are turning toward the use of data driven
solutions as part of the response to the COVID-19 pandemic, raising
numerous privacy concerns.
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The EDPB underlines that the data protection legal framework was
designed to be flexible and as such, is able to achieve both an efficient
response in limiting the pandemic and protecting fundamental human
rights and freedoms.
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The EDPB firmly believes that, when processing of personal data is
necessary for managing the COVID-19 pandemic, data protection is
indispensable to build trust, create the conditions for social acceptability of
any solution, and thereby guarantee the effectiveness of these measures.
Because the virus knows no borders, it seems preferable to develop a
common European approach in response to the current crisis, or at least
put in place an interoperable framework.
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The EDPB generally considers that data and technology used to help fight
COVID-19 should be used to empower, rather than to control, stigmatise,
or repress individuals. Furthermore, while data and technology can be

important tools, they have intrinsic limitations and can merely leverage the



effectiveness of other public health measures. The general principles of
effectiveness, necessity, and proportionality must guide any measure
adopted by Member States or EU institutions that involve processing of
personal data to fight COVID-19.
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These guidelines clarify the conditions and principles for the proportionate
use of location data and contact tracing tools, for two specific purposes:
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e using location data to support the response to the pandemic by
modelling the spread of the virus so as to assess the overall
effectiveness of confinement measures;
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e contact tracing, which aims to notify individuals of the fact that they
have been in close proximity of someone who is eventually confirmed
to be a carrier of the virus, in order to break the contamination
chains as early as possible.

EHE L M B A B BRUR RS R
5 Léé”r:,)%% B 348 o

The efficiency of the contribution of contact tracing applications to the
management of the pandemic depends on many factors (e.g., percentage
of people who would need to install it; definition of a "contact" in terms of

closeness and duration.). Moreover, such applications need to be part of a



comprehensive public health strategy to fight the pandemic, including, inter
alia, testing and subsequent manual contact tracing for the purpose of
doubt removal. Their deployment should be accompanied by supporting
measures to ensure that the information provided to the users is
contextualized, and that alerts can be of use to the public health system.

Otherwise, these applications might not reach their full impact.
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The EDPB emphasises that the GDPR and Directive 2002/58/EC (the
“ePrivacy Directive”) both contain specific rules allowing for the use of
anonymous or personal data to support public authorities and other actors
at national and EU levels in monitoring and containing the spread of the
SARS-CoV-2 virus'.

EDPB3: 33 » GDPR{r2002/58/EC3idq 4 ( T2+ "Ef4q 4 4 ) ¥ ¢ ¢ M
FER T PO BM UL ¢ ERfrRE ksl ]':l‘é'?'?:]z N
PR A FTAHE RILBHATA SR B F (SARS-CoV-2) 2 @42 -

In this regard, the EDPB has already taken position on the fact that the use
of contact tracing applications should be voluntary and should not rely on
tracing individual movements but rather on proximity information
regarding users.’
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2 See the previous statement of the EDPB on the COVID 19 outbreak.
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3 https://edpb.europa.eu/sites/edpb/files/files/filel/edpbletterecadvisecodiv-appguidance final.pdf -




2. USE OF LOCATION DATA
adly- ?(TfiL 3

2.1 Sources of location data
el gﬁﬁii %R

There are two principal sources of location data available for modelling the
spread of the virus and the overall effectiveness of confinement measures:
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e |ocation data collected by electronic communication service
providers (such as mobile telecommunication operators) in the
course of the provision of their service;and
THANEDREE (WEBTEYER) A ERERY
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e |ocation data collected by information society service providers’
applications whose functionality requires the use of such data (e.g.,
navigation, transportation services, etc.).
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10 The EDPB recalls that location data® collected from electronic

communication providers may only be processed within the remits of
articles 6 and 9 of the ePrivacy Directive. This means that these data can
only be transmitted to authorities or other third parties if they have been
anonymised by the provider or, for data indicating the geographic position
of the terminal equipment of a user, which are not traffic data, with the
prior consent of the users .
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4 See Art. 2(c) of the ePrivacy Directive.
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Regarding information, including location data, collected directly from the
terminal equipment, art. 5(3) of the “ePrivacy” directive applies. Hence,
the storing of information on the user’s device or gaining access to the
information already stored is allowed only if (i) the user has given consent’
or (ii) the storage and/or access is strictly necessary for the information
society service explicitly requested by the user.
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Derogations to the rights and obligations provided for in the “ePrivacy”

Directive are however possible pursuant to Art. 15, when they constitute a

necessary, appropriate and proportionate measure within a democratic
. . . . 7

society for certain objectives .
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As for the re-use of location data collected by an information society

service provider for modelling purposes (e.g., through the operating

5> See Art 6 and 9 of the ePrivacy Directive.

Cily ’—*—‘f‘#ﬂ L % 6i0% ’ff%9u$ °
6 The notion of consent in the ePrivacy directive remains the notion of consent in the GDPR and must
meet all the requirements of the consent as provided by art. 4(11) and 7 GDPR
il ‘%f‘#ﬁ £ TR R 25 AHBGDPRAP- R0 T JE % X GDPR%4IE #1130 fr % 7iF 2 230 & f o
7 For the interpretation of article 15 of the “ePrivacy” Directive, see also, CJEU Judgment of 29 January
2008 in case C-275/06, Productores de Musica de Espafia (Promusicae) v. Telefénica de Espafia SAU.
M TR dp 4 $15F2 39 > S L% 2 (CJEU) 200817 29P % C-275/06%L % 2 »
Productores de Mdsica de Espafia (Promusicae) v. Telefonica de Espafia SAU z_ 214 -
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system or some previously installed application) additional conditions must
be met. Indeed, when data have been collected in compliance with Art. 5(3)
of the ePrivacy Directive, they can only be further processed with the
additional consent of the data subject or on the basis of a Union or
Member State law which constitutes a necessary and proportionate
measure in a democratic society to safeguard the objectives referred to in
Art. 23 (1) GDPR.
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2.2 Focus on the use of anonymised location data

RESF LB TRLR?

The EDPB emphasises that when it comes to using location data,
preference should always be given to the processing of anonymised data
rather than personal data.

EDPB35 2% » i * =% TP » RAELRERLE* 3 LFH > A 2LB A F
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Anonymisation refers to the use of a set of techniques in order to remove
the ability to link the data with an identified or identifiable natural person
against any “reasonable” effort. This “reasonability test” must take into
account both objective aspects (time, technical means) and contextual
elements that may vary case by case (rarity of a phenomenon including

population density, nature and volume of data). If the data fails to pass this

8 See section 1.5.3 of the guidelines 1/2020 on processing personal data in the context of connected
vehicles.
BOTRETE T B AP R B A FRLIE i#;, 511/2020 ; %1.5.3% -
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test, then it has not been anonymised and therefore remains in the scope
of the GDPR.
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Evaluating the robustness of anonymisation relies on three criteria: (i)
singling-out (isolating an individual in a larger group based on the data); (ii)
linkability (linking together two records concerning the same individual);
and (iii) inference (deducing, with significant probability, unknown
information about an individual).

LM% AEG ZHEFEREE D (i) F %S (singling-out) (k3%
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The concept of anonymisation is prone to being misunderstood and is
often mistaken for pseudonymisation. While anonymisation allows using
the data without any restriction, pseudonymised data are still in the scope
of the GDPR.

% & f* (anonymization ) Pt A % b AL EE 0 2 F &L
(pseudonymisation) M2 ¥ ¢ 82X % it ¥ @@ T2 @ * 2 X TR
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. . I .9 .
Many options for effective anonymisation exist, but with a caveat. Data
cannot be anonymised on their own, meaning that only datasets as a whole
may or may not be made anonymous. In this sense, any intervention on a

single data pattern (by means of encryption, or any other mathematical
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transformations) can at best be considered a pseudonymisation.
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Anonymisation processes and re-identification attacks are active fields of
research. It is crucial for any controller implementing anonymisation
solutions to monitor recent developments in this field, especially
concerning location data (originating from telecom operators and/or

information society services) which are known to be notoriously difficult to

anonymise.
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Indeed, a large body of research has shown'* that location data thought to
be anonymised may in fact not be. Mobility traces of individuals are
inherently highly correlated and unique. Therefore, they can be vulnerable

to re-identification attempts under certain circumstances.
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A single data pattern tracing the location of an individual over a significant

period of time cannot be fully anonymised. This assessment may still hold

° (de Montjoye et al., 2018) "On the privacy-conscientious use of mobile phone data”

(de Montjoye et al., 2018) (i * # T i3 & EfRfp2 & * ) o

10 (de Montjoye et al., 2013) “Unique in the Crowd: The privacy bounds of human mobility” and

(Pyrgelis et al., 2017) “Knock Knock, Who's There? Membership Inference on Aggregate Location Data”

(de Montjoye et al., 2013) (4 ° b B AR B2 5 E K ) fo (Pyrgelis et al,, 2017)
(At 1M ?2uaRz =8 THAZFE) -
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true if the precision of the recorded geographical coordinates is not
sufficiently lowered, or if details of the track are removed and even if only
the location of places where the data subject stays for substantial amounts
of time are retained. This also holds for location data that is poorly
aggregated.
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To achieve anonymisation, location data must be carefully processed in
order to meet the reasonability test. In this sense, such a processing
includes considering location datasets as a whole, as well as processing
data from a reasonably large set of individuals using available robust
anonymisation techniques, provided that they are adequately and
effectively implemented.

ERMF LN FHREET R TR NP E TR R, o L
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Lastly, given the complexity of anonymisation processes, transparency

regarding the anonymisation methodology is highly encouraged.
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3. CONTACT TRACING APPLICATIONS
R AR

3.1 General legal analysis
}*f@ R =W

The systematic and large scale monitoring of location and/or contacts
between natural persons is a grave intrusion into their privacy. It can only
be legitimised by relying on a voluntary adoption by the users for each of
the respective purposes. This would imply, in particular, that individuals
who decide not to or cannot use such applications should not suffer from
any disadvantage at all.
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To ensure accountability, the controller of any contact tracing application
should be clearly defined. The EDPB considers that the national health
authorities could be the controllers* for such application; other controllers
may also be envisaged. In any cases, if the deployment of contact tracing
apps involves different actors their roles and responsibilities must be
clearly established from the outset and be explained to the users.
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26 In addition, with regard to the principle of purpose limitation, the purposes

11 See also European Commission “Guidance on Apps supporting the fight against COVID 19 pandemic
in relation to data protection” Brussels, 16.4.2020 C(2020) 2523 final.
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4% 16p - C(2020) 2523 final
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must be specific enough to exclude further processing for purposes
unrelated to the management of the COVID- 19 health crisis (e.g.,
commercial or law enforcement purposes). Once the objective has been
clearly defined, it will be necessary to ensure that the use of personal data

is adequate, necessary and proportionate.
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In the context of a contact tracing application, careful consideration should
be given to the principle of data minimisation and data protection by
design and by default:

R EHET AN B BEFREL L RA R FHE
# %2 (bydesign) frigk (bydefault) & & :

e contact tracing apps do not require tracking the location of individual
users. Instead, proximity data should be used;
B EHUET AR FERB YR F2 8 o8 LR &
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e as contact tracing applications can function without direct
identification of individuals, appropriate measures should be put in
place to prevent re-identification;

R ERET AN A EEBNF TR LT ER
Ttk i % e E AL £ 5

e the collected information should reside on the terminal equipment of
the user and only the relevant information should be collected when
absolutely necessary.
MERFZFABT TR FRR PP TR TR HCL R
e E A e
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28 Regarding the lawfulness of the processing, the EDPB notes that contact
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tracing applications involve storage and/or access to information already
stored in the terminal, which are subject to Art. 5(3) of the “ePrivacy”
Directive. If those operations are strictly necessary in order for the provider
of the application to provide the service explicitly requested by the user
the processing would not require his/her consent. For operations that are

not strictly necessary, the provider would need to seek the consent of the

user
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Furthermore, the EDPB notes that the mere fact that the use of contact-
tracing applications takes place on a voluntary basis does not mean that
the processing of personal data will necessarily be based on consent. When
public authorities provide a service based on a mandate assigned by and in
line with requirements laid down by law, it appears that the most relevant
legal basis for the processing is the necessity for the performance of a task in
the publicinterest, i.e. Art. 6(1)(e) GDPR.
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Article 6(3) GDPR clarifies that the basis for the processing referred to in
article 6(1)(e) shall be laid down by Union or Members State law to which
the controller is subject. The purpose of the processing shall be determined
in that legal basis or, as regards the processing referred to in point (e) of

paragraph 1, shall be necessary for the performance of a task carried out in

15



the public interest or in the exercise of official authority vested in the
controller.”
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31 The legal basis or legislative measure that provides the lawful basis for the
use of contact tracing applications should, however, incorporate meaningful
safeguards including a reference to the voluntary nature of the application.
A clear specification of purpose and explicit limitations concerning the
further use of personal data should be included, as well as a clear
identification of the controller(s) involved. The categories of data as well as
the entities to (and purposes for which, the personal data may be disclosed)
should also be identified. Depending on the level of interference, additional
safeguards should be incorporated, taking into account the nature, scope
and purposes of the processing. Finally, the EDPB also recommends
including, as soon as practicable, the criteria to determine when the
application shall be dismantled and which entity shall be responsible and
accountable for making that determination.
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32 However, if the data processing is based on another legal basis, such as

12 See Recital (41).
BH ¥ 41 .
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consent (Art. 6(1)(a))13 for example, the controller will have to ensure that
the strict requirements for such legal basis to be valid are met.
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Moreover, the use of an application to fight the COVID-19 pandemic might
lead to the collection of health data (for example the status of an infected
person). Processing of such data is allowed when such processing
necessary for reasons of public interest in the area of public health, meeting
the conditions of art. 9(2)(i) GDPR™ or for health care purposes as
described in Art. 9(2)(h) GDPR", Depending on the legal basis, it might also
be based on explicit consent (Art. 9(2)(a) GDPR).
Lﬂ’@*%*ﬁﬁ%ﬁ%%%%&%?ﬁ%
~/iﬁx;l%ﬁi) o FEALFAINL OHFL AR S
7 £ GDPR% 97% % 278 % isc!*; & 2 2 GDPR% 9if % 278 % hix » & R
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In accordance with the initial purpose, Article 9(2)(j) GDPR also allows for
health data to be processed when necessary for scientific research
purposes or statistical purposes.

HA»4 P 7> GDPR % 91F % 278 % j30 7 L3 2 L HE 7 P et 33t
2 % B om iE R F o

13 Controllers (especially public authorities) must pay special attention to the fact that consent should
not be regarded as freely given if the individual has no genuine choice to refuse or withdraw its
consent without detriment.

BEH (PR Lonph) FAE2AL  FANBAL RS A RrdFLa A2 fIE2 20
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14 The processing must be based on Union or Member State law which provides for suitable and
specific measures to safeguard the rights and freedoms of the data subject, in particular professional
secrecy.

Fr L RAEE ARG R P ARCERE T AR MRS ) ik LM B
W AR CE R RAP 2

15 See Article 9(2)(h) GDPR

FLGDPR % 91% % 23 ¥ hix »
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The current health crisis should not be used as an opportunity to establish
disproportionate data retention mandates. Storage limitation should
consider the true needs and the medical relevance (this may include
epidemiology-motivated considerations like the incubation period, etc.) and
personal data should be kept only for the duration of the COVID-19 crisis.
Afterwards, as a general rule, all personal data should be erased or
anonymised.

PR T SEFELEWEAFEHE T ETH R UIET R E
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It is the EDPB’s understanding that such apps cannot replace, but only

support, manual contact tracing performed by qualified public health

personnel, who can sort out whether close contacts are likely to result in

virus transmission or not (e.g., when interacting with someone protected

by adequate equipment — cashiers, etc. -- or not). The EDPB underlines that
procedures and processes including respective algorithms implemented by
the contact tracing apps should work under the strict supervision of
gualified personnel in order to limit the occurrence of any false positives

and negatives. In particular, the task of providing advice on next steps

should not be based solely on automated processing.

EDPBin 2 » M ER* ol v 2 s 2 AR FLI LA
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In order to ensure their fairness, accountability and, more broadly, their

compliance with the law, algorithms must be auditable and should be
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regularly reviewed by independent experts. The application’s source code
should be made publicly available for the widest possible scrutiny.

BOFE o T g%?,‘—,riy/‘; iR 2 HE V2 é\%@ﬁ ) ;?ﬁ}ﬁ;éjﬁ?%
oo PR BRI BE  FFRGET R ILE %‘ B/
Z.RABRS LR o

ETIRS

False positives will always occur to a certain degree. As the identification of
an infection risk probably can have a high impact on individuals, such as
remaining in self isolation until tested negative, the ability to correct data
and/or subsequent analysis results is a necessity. This, of course, should
only apply to scenarios and implementations where data is processed
and/or stored in a way where such correction is technically feasible and

where the adverse effects mentioned above are likely to happen.

- AR BHPEIEI L R AR G2 BN T B A
AT okt A RPIEIRIEE D i AR v EG (B
TRAe (&) B2t o F R @@ WLRFTHLEY {r
() B> (et v A 2B 2 JIRET st 2
A% o

Finally the EDPB considers that a data protection impact assessment (DPIA)
must be carried out before implementing such tool as the processing is
considered likely high risk (health data, anticipated large-scale adoption,
systematic monitoring, use of new technological sqution)lG. The EDPB
strongly recommends the publication of DPIAs.

B.i$ > EDPB3L: » ¥ %W AN ABZ RGP (REFTH - FH =
HA T ~ AT R ATH )0 AR X Ee s
PRI B R R 8= (DPIA) o EDPB3# Z| 2% OB B 3

R
B
i
RS

X

\

&

16 See WP29 guidelines (adopted by the EDPB) on Data Protection Impact Assessment (DPIA) and
determining whether processing is “likely to result in a high risk” for the purposes of Regulation
2016/679.

B %2911 i/ % (WP29) (d EDPBiiiF) ' RI>"% 2016/679%.4L7] (GDPR)® i ¥ iR §28
;=i (DPIA) 11 % Fims; 23 TP d3n's 24990
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3.2 Recommendations and functional requirements
FERE S PR R

40 According to the principle of data minimization, among other measures of

41

42

Data Protection by Design and by Default17, the data processed should be
reduced to the strict minimum. The application should not collect
unrelated or not needed information, which may include civil status,
communication identifiers, equipment directory items, messages, call logs,
location data, device identifiers, etc.

RypFoALEL T RRA > AH B TR EE R IR 17511%3;*;% e R
BT DT RERE IR R B AN TAE AN ST LR
20 F M e g dFERR R ~ i 3% A (communication identifier) ~ 3K &
P 4538 B (equipment directory item) ~ 3 4 ~ i FEiedr~ =¥ T4

HERUBEE

Data broadcasted by applications must only include some unique and
pseudonymous identifiers, generated by and specific to the application.
Those identifiers must be renewed regularly, at a frequency compatible
with the purpose of containing the spread of the virus, and sufficient to limit
the risk of identification and of physical tracking of individuals.

et AL TR EF e 79 R RIEF A2 FTELD
BIFE o WS E T L AT L AT IR P E A }?54» [
YRR Sl - R EE e A Ay S

Implementations for contact tracing can follow a centralized or a
decentralized approachlg, Both should be considered viable options,
provided that adequate security measures are in place, each being

accompanied by a set of advantages and disadvantages. Thus, the

17 See EDPB Guidelines 4/2019 on Article 25 Data Protection by Design and by Default
5. TEDPBR *t % 2518 F 4L B2k 2-{op % 245 514/2019 | -
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conceptual phase of app development should always include thorough
consideration of both concepts carefully weighing up the respective effects
on data protection /privacy and the possible impacts on individuals rights.
B ERE Y A A R AR % 2R
T oM AN IT AR P A B EAIS FY o AR
PRCEFEENA BEHA A B s TR Bl RA
LB TR EEEF Ltk U HBAENLT A BE -

o
<

Any server involved in the contact tracing system must only collect the
contact history or the pseudonymous identifiers of a user diagnosed as
infected as the result of a proper assessment made by health authorities
and of a voluntary action of the user. Alternately, the server must keep a
list of pseudonymous identifiers of infected users or their contact history
only for the time to inform potentially infected users of their exposure, and
should not try to identify potentially infected users.

WE R EB L SRt RIRETR R 2 Z R TR IR L3N A
@u?%4i%%%%£?maﬁa%5@ﬁwéwo5—1@,@
RETF A CBARAFERERLCRPREP > Tl

EallRE By o ﬁﬁﬁWQ?ﬂ’fnﬁﬁﬁﬁw:ﬁéﬁﬁo

"!ﬁmlfﬂr’

Putting in place a global contact tracing methodology including both
applications and manual tracing may require additional information to be
processed in some cases. In this context, this additional information should
remain on the user terminal and only be processed when strictly necessary
and with his prior and specific consent.

B BT BT RSN R L BRI R B 2
TR RET AT AN T BEEAT mw@m&<
PEER PHEY RUGHLET SR AT RHFEIRFRL ST

18 n general, the decentralised solution is more in line with the minimisation principle
- HE g RGN RA F LR ETHREE T RRA
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State-of-the-art cryptographic techniques must be implemented to secure
the data stored in servers and applications, exchanges between
applications and the remote server. Mutual authentication between the
application and the server must also be performed.

FRERPREOR* AT OTHE  RERY AN EREPIRE
FFAL#22 2> BREYERALEDDTHIF B N ERIRER

8 %5 B 322 (mutual authentication) o

The reporting of users as COVID-19 infected on the application must be
subject to proper authorization, for example through a single-use code tied
to a pseudonymous identity of the infected person and linked to a test
station or health care professional. If confirmation cannot be obtained in a
secure manner, no data processing should take place that presumes the
validity of the user’s status.

BT ARN AL E R R RERR > blde TR Y B
(=GR A S SR %5)%‘ AR - AMRES - F A
2EWE 20 AL R W ARERY F Y AH P EY R

7}‘,' o

The controller, in collaboration with the public authorities, have to clearly
and explicitly inform about the link to download the official national contact
tracing app in order to mitigate the risk that individuals use a third-party
app.

BN E L F o R A R RRE R L
FAENZ TR U MBARY 522 Y 22 bR

-
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4. CONCLUSION

TAREYN
g gl

48 The world is facing a significant public health crisis that requires strong

49

responses, which will have an impact beyond this emergency. Automated
data processing and digital technologies can be key components in the
fight against COVID-19. However, one should be wary of the “ratchet
effect”. It is our responsibility to ensure that every measure taken in these
extraordinary circumstances are necessary, limited in time, of minimal
extent and subject to periodic and genuine review as well as to scientific
evaluation.

gﬁiwaﬁ%@a%%ifﬁ’ﬁﬁéﬁ
BBPPIN RS RN AE LR T K&Wﬁm
o AARFRTEE L2 gL F o ’ mTFTl’E.iE’éL THl TS
(ratchet effect) o 45 & f{ﬁéifﬁv AP EFREA,T o kB2 2 4
YRR S FERG  FRER TR S AEPE

;-‘T— r‘:" o

The EDPB underlines that one should not have to choose between an
efficient response to the current crisis and the protection of our
fundamental rights: we can achieve both, and moreover data protection
principles can play a very important role in the fight against the virus.
European data protection law allows for the responsible use of personal
data for health management purposes, while also ensuring that individual
rights and freedoms are not eroded in the process.
EDPB# 2% » F »cFby o p B2 Wi A ML 2w FEH H - g
Bom AT UL EF2ZP R AT s TR R R S
S A ER 2 R o TR IREE B
Ep Rt AT TR - AR R
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~
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ANNEX -- CONTACT TRACING APPLICATIONS
ANALYSIS GUIDE

e — AR} i R AR SN

L %frig =1

0. Disclaimer

L e

The following guidance is neither prescriptive nor exhaustive, and its sole
purpose of this guide is to provide general guidance to designers and
implementers of contact tracing applications. Other solutions than the ones
described here can be used and can be lawful as long as they comply with
the relevant legal framework (i.e. GDPR and the “ePrivacy” Directive).

TR EE ARG 2 A HEH LB R B B
GEIEI G EBULY RS BEE E R F AR PR o R
%%amﬁwﬁéiﬁﬁ?w@*’v hofs &P B 24=% ( PGDPR

frR 3 EP L) PERT BB R R E S

It must also be noted that this guide is of a general nature. Consequently,
the recommendations and obligations contained in this document must not
be seen as exhaustive. Any assessment must be carried out on a case-by-
case basis, and specific applications may require additional measures not
included in this guide.

BRI Mpe TiRE- KB R - T 0 HAre 72 E RS KR
FAZIANE c BRAHEIMBIEFTG > P PR AT T E
S SR SURIL - TR

1. Summary

&

In many Member States stakeholders are considering the use of contact

tracing* applications to help the population discover whether they have
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been in contact with a person infected with SARS-Cov-2*.
SERBM T MR Y REY B LAY A2 A
Eﬁ”ﬂ LTE R RFEATL T RpF PR A F

The conditions under which such applications would contribute effectively
to the management of the pandemic are not yet established. And these
conditions would need to be established prior to any implementation of
such an app. Yet, it is relevant to provide guidelines bringing relevant
information to development teams upstream, so that the protection of
personal data can be guaranteed from the early design stage.

P AFES MR AR fip BE 2T g W 2§ ki d B AR
WiE* om G * LAY AR B AR TR ER o Ra fl T
il JEI R BIRAPE T BT RFER A TG R
B i o

It must be noted that this guide is of a general nature. Consequently, the
recommendations and obligations contained in this document must not be
seen as exhaustive. Any assessment must be carried out on a case-by-case
basis, and specific applications may require additional measures not
included in this guide. The purpose of this guide is to provide general
guidance to designers and implementers of contact tracing applications.
Bdd o kg ERE-RBR L FP o Av Bee §LERY A
BT AR AR  RAHIMWMBIEATG > P TR AT NG
PPkt AP FIHE E s o hdra oq bR EBUEY 252
B F TR RS-

Some criteria might go beyond the strict requirements stemming from the
data protection framework. They aim at ensuring the highest level of
transparency, in order to favour social acceptance of such contact tracing
applications.

FREEET L RN ERAEA S T REEEOE Ko R RE L A
B AR B RSP 1 I SR B Y A AR
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To this end, publishers of contact tracing applications should take into
account the following criteria:
Rt B R BT RS2 FT FRY BT IIRE

e The use of such an application must be strictly voluntary. It may
not condition the access to any rights guaranteed by law.
Individuals must have full control over their data at all times, and
should be able to choose freely to use such an application.

B PLHERYAENER AR A FIFLETERE TR
Flo fF i o B4 el B HE TRz 24 0 ¢ i 4 B
JEHE T LR AR o

e Contact tracing applications are likely to result in a high risk to the
rights and freedoms of natural persons and to require a data
protection impact assessment to be conducted prior to their
deployment.

Bl EHAEY BV A ERp RAENEpd 3% A
PR F R AR T RPHLR YRR TR -

e Information on the proximity between users of the application can
be obtained without locating them. This kind of application does
not need, and, hence, should not involve the use of location data.
&£ TR fp5N 08 A F¥iEFI o TV EFRH iﬁ“?*’%—ﬁ%
ZE e SRR AR R s TR R R T

e When a user is diagnosed infected with the SARS-Cov-2 virus, only
the persons with whom the user has been in close contact within
the epidemiologically relevant retention period for contact tracing,
should be informed.

FoOLRYFARRELR A ATR B R OEE o T v BE T
AN AR ),% ?#{rﬁ% ¢ i Bidp ¥ (retention period) P % f’ifﬁﬁ
LE BRI
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The operation of this type of application might require, depending
on the architecture that is chosen, the use of a centralised server.
In such a case and in accordance with the principles of data
minimisation and data protection by design, the data processed

by the centralised server should be limited to the bare minimum:

Ry rEHNFEHE - LR 2552 ‘W?ﬁﬁtﬁﬂﬁﬂ*
PR o ﬁ“ﬂi‘ P PR T AL B T 2 F R KR 3 (by design)
ZRRP) 0 EEY NPIRBANEY 2 TR B R

O When a user is diagnosed as infected, information regarding
its previous close contacts or the identifiers broadcasted by
the user’s application can be collected, only with the user’s
agreement. A verification method needs to be established
that allows asserting that the person is indeed infected
without identifying the user. Technically this could be
achieved by alerting contacts only following the
intervention of a healthcare professional, for example by

using a special one-time code.

iﬁ—?fﬁ“jﬁﬁlﬁi?\;/w’ﬁ%%‘ 7#5‘)?§F1‘E\;€zf%
wim@wﬁfﬁ%~ AT RAEEFRY FF
oo B2 SBEP 0 23 BuFZRY Fni T o

WHERRE L o B IRT- RE 0 BT T BB Mo
Fh—- XM HEHBE SN, éb;gﬁzgs AR S AR
R

O The information stored on the central server should neither
allow the controller to identify users diagnosed as infected
or having been in contact with those users, nor should it
allow the inference of contact patterns not needed for the

determination of relevant contacts.
AR SR LU R L s
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The operation of this type of application requires to broadcast
data that is read by devices of other users and listening to these
broadcasts:

PR AR 2 EIFT R e H s g H —‘F’T EEJEFFETH > T &
ek p His xé?fﬁmﬁ_:}%o

o It is sufficient to exchange pseudonymous identifiers
between users' mobile equipment (computers, tablets,
connected watches, etc.), for example by broadcasting them
(e.g. via the Bluetooth Low Energy technology).

R xRkl (RN THETN TELKRE) R
Higdadh (4ot * §7 M 42 (Bluetooth Low Energy )
PiiF) F2 S B LEEE T Ly o

O Identifiers must be generated using state-of-the-art

cryptographic processes.
BB AT RARR 4 S BGFE o

O Identifiers must be renewed on a regular basis to reduce the
risk of physical tracking and linkage attacks.
T HP O RTENEE o 0 VR MCF BRI BT il B
(Ilnkage attack) 2 *%& -

This type of application must be secured to guarantee safe
technical processes. In particular:
PUAT T AR PR R 22 PEE o gF A

O The application should not convey to the users information
that allows them to infer the identity or the diagnosis of

others. The central server must neither identify users, nor
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infer information about them.

B 42587 @ g ¥ —"zi&f#»&rzﬁiﬁjfb KB gk

;\zzﬁﬂg Woo ¥ oL PPRE A (TR H F‘ il S - -l It
2 AP B 3L

Disclaimer: the above principles are related to the claimed purpose of
contact tracing applications, and to this purpose only, which only aim to
automatically inform people potentially exposed to the virus (without
having to identify them). The operators of the application and its
infrastructure may be controlled by the competent supervisory authority.
Following all or part of these guidelines is not necessarily sufficient to
ensure a full compliance to the data protection framework.

LEEP v R LRGN BT RN P g F e
o B Mo B g bR TR RRF 2L (83 FEEE
A ) o BH ARz (FE AR 2 H KAk F R g Jfg—g-e"?%,\gr&go
SEL P EES N T Rl Y A s X

2. Definitions

&
Contact For a contact tracing application, a contact is a user who
*‘%ﬂ‘ﬁ has participated in an interaction with a user confirmed

to be a carrier of the virus, and whose duration and
distance induce a risk of significant exposure to the virus
infection.

SR BT AR T R B SR
}ﬂg,:,—’q‘b:}ﬁsaw&n%’“ Jﬁ: o TR R @ H
PR %L:}ﬁsiiﬁ e eg ¥ —‘ﬁ °

Parameters for duration of exposure and distance
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between people must be estimated by the health
authorities and can be set in the application.

3 R RN S S YRR
Meire T EARY 2N KT o

Location data

It refers to all data processed in an electronic

il - communications network or by an electronic
communications service indicating the geographical
position of the terminal equipment of a user of a publicly
available electronic communications service (as defined
in the e-Privacy Directive), as well as data from potential
other sources, relating to:
ﬁﬁ&?iﬁaﬁﬁﬁﬁﬁﬁiiﬁﬂﬂﬁﬁﬁw’
jﬁﬁ%&*éﬁ%mﬁ(@?éﬁfﬁﬁii%)
& # ﬁm‘f«ﬂlf‘ﬂ_, 2B - 2 F 7}i v 1L E BT
B R A

+ the latitude, longitude or altitude of the terminal
equipment;
BHET R CEREB R
+ the direction of travel of the user; or
f%’*ﬁﬁﬂ%%ﬁ%‘%rév ; B
+ the time the location information was recorded.
ek B T ApERY o
Interaction In the context of the contact tracing application, an
5 § interaction is defined as the exchange of information

-

between two devices located in close proximity to each
other (in space and time), within the range of the
communication technology used (e.g. Bluetooth). This
definition excludes the location of the two users of the

interaction.
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Virus carrier

In this document, we consider virus carriers to be users

_-}?33 TR .-Frf who have been tested positive for the virus and who have
received an official diagnosis from physicians or health
centres.
iéﬁﬂ’ﬂwm§@i%@ﬁﬁﬁ@i%%&%ﬁ
i E oz EFANEEY oL AP ETR
—"F'f 0

Contact tracing

g R EHL

People who have been in close contact (according to
criteria to be defined by epidemiologists) with an
individual infected with the virus run a significant risk of
also being infected and of infecting others in turn.
FEEpAE A Y (ERARE L) §7 R
R SRR AR LR AR ARG

Contact tracing is a disease control methodology that lists
all people who have been in close proximity to a carrier of
the virus so as to check whether they are at risk of
infection and take the appropriate sanitary measures
towards them.

P R E PR - ﬁlﬁa*ga‘;’i’ o Hapdve é’i’:fg’ji + R
Ao 2WAR  AKA LTI R ARG 0 X
$HE R E 2 ¥ I
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3. General
kNl

GEN-1

The application must be a complementary tool to traditional
contact tracing techniques (notably interviews with infected
persons), i.e. be part of a wider public health program. It must be
used only up until the point manual contact tracing techniques
can manage alone the amount of new infections.
VAR R T AR (R RS
A ) zffer 1l B s Hpivr s L RiLada s f;\i—"‘i” X2
=R e A LB B R H b T ATH R A P
np)(%,a% PR ZERT AR o

GEN-2

At the latest when “return to normal” is decided by the
competent public authorities, a procedure must be putin place to
stop the collection of identifiers (global deactivation of the
application, instructions to uninstall the application, automatic
uninstallation, etc.) and to activate the deletion of all collected
data from all databases (mobile applications and servers).
T oA TR R P REFT AN
B rlib 0 B CRALEE T T RS 4T R
X é‘%;wi%? A pEfREE AR ) o TR A
2IMERE (FFE* A RIRE) P 4% -

GEN-3

The source code of the application and of its backend must be
open, and the technical specifications must be made public, so
that any concerned party can audit the code, and where relevant
- contribute to improving the code, correcting possible bugs and
ensuring transparency in the processing of personal data.

Bt f28 2 H sl R4S A B3> ¥ H BRI A Lo
B I L S PR AT FRFP e nie N
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GEN-4 |The stages of deployment of the application must make it
possible to progressively validate its effectiveness from a public
health point of view. An evaluation protocol, specifying
indicators allowing to measure the effectiveness of the
application, must be defined upstream for this purpose.

MERY AN EBIFE Rl o X s (Bt 34 5%
TR g s o S P ALY FEARTE D Ko i\
PR s AR5 G oniend R .

4. Purposes

P en

PUR-1 | The application must pursue the sole purpose of contact tracing
so that people potentially exposed to the SARS-Cov-2 virus can
be alerted and taken care of. It must not be used for another
purpose.

et A2st 2 vi— P B REBIERF L 0 VA kB AT
76'“#}?3—* 7_ A ﬁé%l“g'r "L’i'ﬁ% PRE > A 1B —s"‘F! s B o

PUR-2 | The application must not be diverted from its primary use for the

purpose of monitoring compliance with quarantine or

confinement measures and/or social distancing.

B A3 W0 EARY F AT P S o
() AL R HIEH 1L & * 8 o

PUR-3 | The application must not be used to draw conclusions on the
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location of the users based on their interaction and/or any other
means.
Je* AR FARR Y FenT B fo () MH B S50 N

#ri K enie g o

5. Functional considerations
#iady g

FUNC-1

The application must provide a functionality enabling users to be
informed that they have been potentially exposed to the virus,
this information being based on proximity to an infected user
within a window of X days prior to the positive screening test
(the X value being defined by the health authorities).

BrRNGA FUARY FATAE R B RSP 2
Fe 0 3Z R AL gy e H —‘5 BEHEEEnaXa pd

SIEARMAER 2 AF (XL L D MR -

FUNC-2

The application should provide recommendations to users
identified as having being potentially exposed to the virus. It
should relay instructions regarding the measures they should
follow, and they should allow the user to request advises. In such
cases, a human intervention would be mandatory.

Bo* 2N e AGLEAT i kB opd Y i Y FR K
A i€ % KLl Y hfy s o B RyEi K F Rt

ALY AR L R

FUNC-3

The algorithm measuring the risk of infection by taking into
account factors of distance and time and thus determining when
a contact has to be recorded in the contact tracing list, must be

securely tuneable to take into account the most recent
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knowledge on the spread of the virus.

AE S LR RS B ORATERM > T E o

FUNC-4

Users must be informed in case they have been exposed to the
virus, or must regularly obtain information on whether or not
they have been exposed to the virus, within the incubation
period of the virus.

it # -ﬁ-%ﬁﬁ 2901 %sfg*?:}?‘a-% CEFd > i EFH LT

Bapmd BRYPN RBHS Y TR

FUNC-5

The application should be interoperable with other applications
developed across EU Member States, so that users travelling
across different Member States can be efficiently notified.

Bt A EwE ¢ ARFFOE s B BN R T
{FEE P e R R Frp g iro

6. Data
Tl

DATA-1

The application must be able to broadcast and receive data via
proximity communication technologies like Bluetooth Low
Energy so that contact tracing can be carried out.

et F2N o S EE 7 M E AT 2 (proximity
communication ) g T AR T T AL > 1R E T R I B

DATA-2

This broadcast data must include cryptographically strong
pseudo-random identifiers, generated by and specific to the

application.
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DATA-3

The risk of collision between pseudo-random identifiers should

be sufficiently low.
SEH LA P A T

DATA-4

Pseudo-random identifiers must be renewed regularly, at a
frequency sufficient to limit the risk of re-identification, physical
tracking or linkage of individuals, by anyone including central
server operators, other application users or malicious third
parties. These identifiers must be generated by the user’s
application, possibly based on a seed provided by the central
server.

BB R AT AT s U i e A
(e487 H RIREBFEAR ~HU Br 2t * ¥R %
E7) Ewn o FHERE RS TR AL DR R
FEOpd & * K m}%’” A > He ud L RIRE R g
b 1B (seed) Y

g

DATA-5

According to the data minimisation principle, the application
must not collect data other than what is strictly necessary for the
purpose of contact tracing

RS RB o B 4235 7 7 B ¢ P 2 Bk
o & q‘{é[ﬁff}  m g H B F‘ﬁf}" o

DATA-6

The application must not collect location data for the purpose of
contact tracing. Location data can be processed for the sole
purpose of allowing the application to interact with similar
applications in other countries and should be limited in precision
to what is strictly necessary for this sole purpose.

et Az B LR AERD PR FEE T RE T
o R LFGREY AN EE B R R E Y 2T B
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DATA-7

The application should not collect health data in addition to
those that are strictly necessary for the purposes of the app,
except on an optional basis and for the sole purpose of assisting
in the decision making process of informing the user.

B AESF @ AP 2 KRR ERAEERETHE
B E G FERZ LSRR F AR PO A

Aptrl o

DATA-8

Users must be informed of all personal data that will be
collected. This data should be collected only with the user
authorization.

- oA TR Bk
i -
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7. Technical properties

B

TECH-1

The application should available technologies such as use
proximity communication technology (e.g. Bluetooth Low
Energy) to detect users in the vicinity of the device running the
application.

et BN T MRITHE BN (AT ML) > WREA

PR AR 2 KR TR Y F -

TECH-2

The application should keep the history of a user's contacts in
the equipment, for a predefined limited period of time.

Tor A2 R K R R G ARK L 0 B
TETE AR T -
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TECH-3

The application may rely on a central server to implement some
of its functionalities.
Bt BN EFHEY L PIRBHRTIMAFH A o

TECH-4

The application must be based on an architecture relying as

much as possible on users’ devices.
et A2 RAHATEH L GET oy Rif g * Xl o

TECH-5

At the initiative of users reported as infected by the virus and
after confirmation of their status by an appropriately certified
health professional, their contact history or their own identifiers
should be transmitted to the central server.

B HABUFAARFEAE R T AR EER R F R R A
nfs o AP A H p ERNBRRBET P L BIRE o

8. Security

£ 2>

SEC-1

A mechanism must verify the status of users who report as SARS-
CoV-2positive in the application, for example by providing a
single-use code linked to a test station or health care
professional. If confirmation cannot be obtained in a secure
manner, data must not be processed.

BT ARNEF L ATRRA B LR AP M AR
ﬂiﬁ%‘.’*& C Blde s VR S R R R FN%‘& Az - =
PHE o FREE 2 EERIL P FEY T

SEC-2

The data sent to the central server must be transmitted over a
secure channel. The use of notification services provided by OS
platform providers should be carefully assessed, and should not

lead to disclosing any data to third parties.
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SEC-3

Requests must not be vulnerable to tampering by a malicious

user
A Hfgiu R & # ;]z'é:’(;::l)zw Ei;—%—j\ °

SEC-4

State-of-the-art cryptographic techniques must be implemented
to secure exchanges between the application and the server and
between applications and as a general rule to protect the
information stored in the applications and on the server.
Examples of techniques that can be used include for example :
symmetric and asymmetric encryption, hash functions, private
membership test, private set intersection, Bloom filters, private
information retrieval, homomorphic encryption, etc.
FEFR* BN EFIRERF - B AASF 2 FHEL >
fnnw%%@mgﬁ%ﬁimM%%%?ﬁﬁ%wxﬁm’@ﬁ
LR A B o AR P bl e 3 JHHLE 3
Fte B~ feik Sofic (hash function) ~ 4+ 4 = | &% (private
membership test ) ~ & # % HE B & < f ( private set
intersection) ~ * A iE/p ¥ (Bloom filter) ~ # 7 F i FFP~
( private information retrieval ) ~ F i 4 % ( homomorphic

encryption) % o

SEC-5

The central server must not keep network connection identifiers
(e.g., IP addresses) of any users including those who have been
positively diagnosed and who transmitted their contacts history
or their own identifiers.

A RIRED WG ERR Y F R EREE (P
ﬂ),%&ym¢wﬁgﬁ\u@% WQé Bwﬂw
FHenig b E e o
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SEC-6 In order to avoid impersonation or the creation of fake users, the
server must authenticate the application.

AR A AR FERE S PIRELFEEY
F2.:\ o

SEC-7 | The application must authenticate the central server.
et A2V PP L RIREBE (TN -

SEC-8 The server functionalities should be protected from replay
attacks.

g PR B 5 £ % & ¥ 7 # (replay attack )

SEC-9 The information transmitted by the central server must be
signed in order to authenticate its origin and integrity.
6#@w$@ﬁi?ﬂﬁﬁﬁagé’um3ﬂiﬁz £ 53
M o

SEC-10 |Access to all data stored in the central server and not publicly
available must be restricted to authorised persons only.

- ;s%;z P RPREER A OS2 A-},, ERAEAGE S ERR
I:J"B" °
SEC-11 |The device’s permission manager at the operating system level

must only request the permissions necessary to access and use
when necessary the communication modules, to store the data
in the terminal, and to exchange information with the central
server.

KEFE fko R U ZEF 258 2 p i
B BPEFEoR A AR RREREE TR 1

L A e
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9. Protection of personal data and privacy of natural persons
WHER KA B TREES

Reminder: the following guidelines concern an application whose sole

purpose is contact tracing.

ER R E R [AEPHTE SRR EBEE P e Bt AR5

PRIV-1 | Data exchanges must be respectful of the users’ privacy (and
notably respect the principle of data minimisation).
THAKFEL R X 7@f(¢\@§$§ﬂg¢@&
Rl e

PRIV-2 | The application must not allow users to be directly identified
when using the application.
BRI AR A AR E R o

PRIV-3 | The application must not allow users' movements to be traced.
ot A A HER Y E 2 T EALIE B

PRIV-4 |The use of the application should not allow users to learn
anything about other users (and notably whether they are virus
carriers or not).
- St Jz Flig R AR EAH B @ —‘F'fm M (

W EH @ i{@ SmRAFRE) o
PRIV-5 | Trust in the central server must be limited. The management of

the central server must follow clearly defined governance rules
and include all necessary measures to ensure its security. The
localization of the central server should allow an effective
supervision by the competent supervisory authority.

e L PREZGERG VR o iRyl AR gL
PRE » 8 R P~— *%»o@# FEFHZ > o P L RPRE 2
B REERBFEFHHT GG RER -

2
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PRIV-6

A Data Protection Impact Assessment must be carried out and
should be made pubilic.
FHARBRERAED ST 2B E L% o

PRIV-7

The application should only reveal to the user whether they have
been exposed to the virus, and, if possible without revealing
information about other users, the number of times and dates of
exposure.

J&r f550 W g H i#%;?%ﬂ T8 kB *+:)}33i LN e S o
BHBRY EFATWET > AT hE R pp oo

PRIV-8

The information conveyed by the application must not allow
users to identify users carrying the virus, nor their movements.
@*ﬁ&@w~?mnwﬁé%ﬂﬂuﬁw&%%&ﬁiﬁ
fFd o

PRIV-9

The information conveyed by the application must not allow
health authorities to identify potentially exposed users without
their agreement.

Te* Azt @ik T 2 ERFEL L FPMOTRAERT HF

LR NG

PRIV-10

Requests made by the applications to the central server must not
reveal anything about the virus carrier.

Br Azt we? L RIREF NG R FRBREF RF DT
® 'E“F‘IL °

PRIV-11

Requests made by the applications to the central server must
not reveal any unnecessary information about the user, except,
possibly, and only when necessary, for their pseudonymous
identifiers and their contact list.

et F28 P L RPR B 2 R 'xf»’#%ggxéq*ﬁm #
S FW WAL E R Y KR LR —t’i’#&ﬁ% g
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PRIV-12

Linkage attacks must not be possible.
OB ¥ iR BT o

PRIV-13

Users must be able to exercise their rights via the application.
B EF AR TR Y

PRIV-14

Deletion of the application must result in the deletion of all

locally collected data.
PUEE® AN PE o B A W2 2IVEH- BEpE o

PRIV-15

The application should only collect data transmitted by instances

of the application or interoperable equivalent applications. No

data relating to other applications and/or proximity

communication devices shall be collected.

f‘%"* AN WER RN T2 BB R At @,ﬁi%] AR
Fa g s B 20 (&) Mz gy 2 T o

PRIV-16

In order to avoid re-identification by the central server, proxy
servers should be implemented. The purpose of these non-
colluding servers is to mix the identifiers of several users (both
those of virus carriers and those sent by requesters) before
sharing them with the central server, so as to prevent the central
server from knowing the identifiers (such as IP addresses) of
users.

ST L PPRBZ A WU FE o BT NIERPIRE o @
wE 2L E 3 IR B (non-colluding servers) 2. B ehE_R £ #ic
i r fednlig (¢ FpdF RE IR B fog Ry
GRS ) o EH FELY L RIRE S Y PRE
Er@ * FaukuFa (4elPizg)

PRIV-17

The application and the server must be carefully developed and

configured in order not to collect any unnecessary data (e.g., no
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identifiers should be included in the server logs, etc.) and in
order to avoid the use of any third party SDK collecting data for
other purposes.

FEFERTIrRERY AN RIRE - UEFL AR TR 2L
EFH (blde 2 BB T EELRPRED R X))

TFL R 5= 2SDKEH B P F

Most contact tracing applications currently being discussed follow basically
two approaches when a user is declared infected: they can either send to a
server the history of proximity contacts they have obtained through
scanning, or they can send the list of their own identifiers that were
broadcasted. The following principles are declined®® according to these two
approaches. While these approaches are discussed here, that does not
mean other approaches are not possible or even preferable, for example
approaches that implement some form of E2E encryption or apply other
security or privacy enhancing technologies.

B H AR AR g e T R I B AR SUER Y T
ﬁﬁﬂﬂﬁyﬁﬁ v PIREFEHEFEHFHAE O EFL A
L E R p e feghamulgg o AR TS A0 AR o8
RAEFBH e AN B X A7 3R ~H T

7 5N e F XA N e Plah (E2E) 4o 2 H s %
P58 - i o

9.1 Principles that apply only when the application sends to the

server a list of contacts:

Eg? 2R AN PIREFERMACFEPRRA

CON-1 |[The central server must collect the contact history of users

reported as positive to COVID-19 as a result of voluntary action

#F Dt e Tdeclined | 5% 5 % 34E 0 27 i 5 designed 5 Flitdoik v fuiE i T iRdpiEa A
N u—r};;ygl ERT S
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on their part.
VoA RRBAr B2 Y e M p BEERITE LB

IR T

CON-2 | The central server must not maintain nor circulate a list of the
pseudonymous identifiers of users carrying the virus.
P RREF AR RS R E DR EB BT o

CON-3 |Contact history stored on the central server must be deleted
once users are notified of their proximity with a positively
diagnosed person.
e e ﬂ,a‘frﬁ “EF B Ex ﬁu”i&)@w B e A £ 7 PR R
R s R TR % e

CON-4 |Except when the user detected as positive shares his contact
history with the central server or when the user makes a request
to the server to find out his potential exposure to the virus, no
data must leave the user's equipment.
f%ﬁ/? iz i ﬂb’i’“‘if?FRE’?/»\fr 3Pz f I R A E A
"'ﬁf‘f\l PIREmRE 4 F 8 i{-ﬁ%)ﬁi—*i'ﬁ‘" ko fE —‘ﬁm;&
N

CON-5 | Any identifier included in the local history must be deleted after
X days from its collection (the X value being defined by the
health authorities).
A R AR 0 R pAXE BAE (XL
Bt A g W T R)

CON-6 | Contact histories submitted by distinct users should not further

be processed e.g. cross-correlated to build global proximity

maps.
Bl R 2 Y ? PELEFEY > eFiE R
RS 2R R & A 5 B
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CON-7

Data in server logs must be minimised and must comply with
data protection requirements
PIRED Y TR R AL P R A TR RER

9.2 Principles that apply only when the application sends to a server

a list of its own identifiers:
Wgr 2R A2S e PRFFED LBUB/FE DR

ID-1 The central server must collect the identifiers broadcast by the
application of users reported as positive to COVID-19, as a result
of voluntary action on their part.

P RPR BT B2 Rt AR R n g 0 1L p BRI SR 5 AT
T B2 @ L

ID-2 The central server must not maintain nor circulate the contact
history of users carrying the virus.

P RREFFE S BHEES Y R iR e

ID-3 Identifiers stored on the central server must be deleted once
they were distributed to the other applications.

o H B T ARSI B L RIRB R E R
B o
ID-4 Except when the user detected as positive shares his identifiers

with the central server, no data must leave the user's
equipment or when the user makes a request to the server to
find out his potential exposure to the virus, no data must leave
the user's equipment.
T*ﬁ/?af%f’*’l%“'g ol R AR H kg o g d
ﬁl?ﬂiagﬁiw— A TF B A )ﬁi% 2 Ak s g Jﬂz 2El %
FENEHR
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ID-5

Data in server logs must be minimised and must comply with
data protection requirements
FIREP m? PF R RIFE > PR ETHEER
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